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CyberSnap Pre-Requisites

To ensure the correct operation of CyberSnap, certain pre-requisites must be set
up before installation.

Hardware and Software

- Windows 2019/2022

- One server with 16 GB Ram, 4 CPUs, disk
size of 250 GB.

- The latest VMware VM tools need to be
installed on the server.

- The correct time zone should be set.

kyherSnap Server

- Windows 2022

- The VMware SC5I Paravirtual controller
must be used for OS5 setup.

- Three additional VMware SC5I

Proxy server requirements for the Paravirtual controllers must be added.
CyberSnap ECE service - One server with 16 GBE RAM, 4 CPUs, disk
size of 250 GB.

- The latest VMware VM tools needs to be
installed on the server.

The correct time zone should be set.

- WMware vCenter version 7 or above.

Supported Virtual Environment - VMware ESXi version 7 or above.

- The Cybersnap service should be
Windows Credentials configured to use the default Local
System Account.

- Dedicated VMware account that has full

VMWare Credential i _
are Lredentiais right in VMware vCenter.

- Dedicated MNetApp account that has full

MNetApp Credentials right in NetApp.

- Server must have a single NIC and assign

Networking a static IP

- Google Chrome, Microsoft Edge, and

Supported Browser Mozilla Firefox.

- Our best practice is to disable Users
Access Control if possible.
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Firewall Setup
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If your company enforces strict rules requiring all network segments to be
configured with a firewall, the following ports will need to be enabled:

Source Destination Port Type MNotes
VMware ViMware
CyberSnap VCenter 443 1P default port
CyberSnap ESXi(s) 443 TCP ESK‘;TTE'“'_‘
CyberSnap NetApp 443 TCP Nemiﬁi’em't
_ Cybersnap
CyberSnap C;bngﬁap 5000 TCP Proxy default
Proxy .
port
NetApp ONTAP

To access CyberSnap capabilities, specific NetApp pre-requisites must be fulfilled:

Applied the FlexClone license.

NFS volumes, create a new export policy or update the existing NetApp
ONTAP Export Policy to include all specified VMware ESXi hosts in the
CyberSnap Policy.

Ensure that an initiator group (igroup) is created for each ESXI host or
cluster. This step is necessary for establishing connections between the
ESXi hosts and the NetApp LUNs. (iSCSI/FC only).

o Note: if INFRA scanning will be performed only using specific ESXi
hosts, configure an igroup for each of those specific ESXi hosts.

Set up snapshot policies on volumes that will be configured in CyberSnap.
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AD Service Account
CyberSnap does not require any dedicated Windows account.

Upon successful setup, a CyberSnap service will be created on the CyberSnap
server, and the local system account will be configured for this service.

If your company policy restricts the use of the local system account, you will need
to create a service account with local administrator privileges on the CyberSnap
server and specify this account for the CyberSnap service.

This service account can be either local or domain-based, depending on your
company's rules.

If you require further assistance, please feel free to submit a support ticket here.
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https://www.cybersnap.io/open-a-case/

